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Level1

Desktop Support

Everyday troubleshooting

Install Operating System

Drivers Management and
Troubleshooting

Connect Local and Network Peripherals
User Management (Local and Active
Directory)

NTFS permission management
Workstation Build and Upgrade
Wi-Fi Basics

VPN Client-side setup

Level2

Server Hardware and Software

TTIAIRAQ M TI71 ORT TR

Advanced networking - VLANSs, Routing
and NATIng

Domain Controller

Virtualization

Site to Site and Site to client VPN
configuration

Scripting

Level 3

GPO Management

Large Scale Deployments
Server Cluster Setup
Database Server concepts
Server OS Troubleshooting

Advanced Systems Security
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On Campus
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Essentials

Get a grip on the basics of a modern PC. Learn the function of operating systems and
computer core components. Learn how to to deploy, maintain, and manage software at
its core levels, instal software, firmware, and drivers. Familiarize yourself with
computer peripherals. Develop an understanding of technology and basic IT. Become
introduced to the concepts of IT and network devices, such as servers, routers, and
the Cloud. The basics of computers is the basics of a modern workday.

1. IT concepts & technology.

2. Core components and their function in a modern PC.
3. Low level software i.e. Firmware and drivers

L. Operating systems fundamentals

5. Software management - Deployment and maintenance

B. PC Peripherals and network devices - printers & scanners




Software

Become familiar with the popular operating systems, and how to install and maintain
them. Learn about firewalls and anti-virus tools. Be introduced to a variety of
office productivity software, like word processors, spreadsheets, graphics software,
and accounting software. Master the skill of command-line-interface, with software
like Windows CMD, PowerShell and Terminal. Discover how web browsers work and how
to access the developer tools. A good craftsman thanks his tools.

1. Operating systems installation and maintenance
2. Security software - Antivirus, Firewall etc.
3. Working with the CLI tools - (Windows CMD, Powershell & Terminal]

L. Day to day productivity tools, Word processing, Graphics software




Hareware

Become comfortable with the machinery. Learn about input devices, such as keyboard,
mouse, microphone, etc. Manage output devices, such as monitors, printers, and
speakers. Peek under the hood and understand motherboards, CPU, graphics cards, and
specialty cards. Tell the difference between volatile memory and storage memory. Be
trained in how to add, remove, and change hardware components, and how to shop for
the correct devices. ALL pieces join together to produce an optimal workstation.

1. CPUs

2. Volatile Memory e.g. RAM

3. Non-volatile Memory - HDD/SSD

L. Motherboards

5. PCl devices - Specialty cards, Graphics, Audio etc.
B. Power Supplies

7. Input Devices - Keyboard, Mouse, Microphone etc.

8. Output Devices - Monitors, Printers etc.




Cvbersecurity

Learn about risk management awareness. Develop systems policies and auditing
policies, and learn to manage devices and access-control lists. Master network-
security design and implementation, and learn how to act when attacked. Manage
security hardware and software, like firewalls, antivirus, antimalware, and data
loss prevention tools. Discover new practices in cyber-security and in login
authentication. A system is as secure as its weaRest Link in the chain.

1. Risk Management and Awareness

2. Policies and Prevention - ACLs and Auditing

3. Security Hardware Devices - Firewalls, DPl and DLP tools
L. Physical and Virtual Authentication Controls

5. Network Security - Design and Implementation

B. Proactive and Reactive Monitoring

7. Tools - Antivirus, Antimalware, DLP




Networking

Acquire the language of computer communication. Learn about networking protocols
and Internet protocols. Understand IP addresses, network models, and how data is
traficked over the Internet. Master the skills of installing cables and configuring

a network topology. Discover wireless networking and new ways of how devices talk
to each other. Learn about WiFi and Bluetooth and IPv6. It’s a brave new world
that is shrinking in distance.

1. Network Models (0S| & TCP/IP]

2. Ethernet Cabling and Topology

3. TCP/IP

L. IP Addressing - IPV4L/IPVE

5. Routing and NAT

6. Network Protocols (HTTP/S, ARP, DNS, DHCP, SMB etc]

7. Wireless Networking



System Administration

Learn how systems are maintained and upgraded, and how to monitor system
performance and response time. Set-up and design server hardware, and deploy

a server operating system. Learn about virtualization technologies and server
processes and services, like Microsoft Server Tools, Active Directory, GPO, and
NTFS. Manage groups, shares, and permissions, and learn best practices in back-up
procedures and in scripting. Be at the helm of your realm.

1. Systems Maintenance and Upgrades
2. System Monitoring and Response
3. Server Hardware Design and Set UP

L. Server 0S Deployment and Set Up

5. Virtualization Technologies - VMWare and HyperV
B. Microsoft Server Tools - Active Directory, GPO

7. Permissions - Groups, Shares, NTFS etc.

8. Backup Types, Procedures and Best Practices

9. Scripting
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Class Communication
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